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These days the term ‘Zero Trust’ 
is hard to avoid in the IT-security 
world. Suppliers (namely their 
marketing departments) use 
the term left and right in the 
hope of piggybacking of its 
popularity and to bring home the 
importance of a company taking 
it's security seriously.
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What do I protect?

The first step of Zero Trust is to ask yourself: 
what are my ‘possessions’ (DAAS1) and what am I 
responsible for? It’s as simple as; if you don’t know 
what assets you possess, then you can’t protect 
them. Therefore it’s essential to have insight in what 
all the IT-environment encompasses. Please note 
that common ‘shadow-IT’ in the shape of cloud-
products (Evernote, Trello, Slack) are part of this 
environment and shouldn’t be forgotten.  

Taking inventory of your IT-environment is the 
starting point, for which several tools exist that can 
help you, though often with their own very specific 
target area. At the end of the day, this is process 
that will have to be handled largely by humans, and 
not AI, though tools exist that can help with this. 

Eventually the results from taking inventory will 
have to be processed in a clear overview. It pays 
to spend time on this and to start to bring a 
Configuration Management Database (CMDB) for 
security, up to date. You can compare this to how 
companies keep careful track of their financial 
administration. The same care should be applied to 
IT-systems. This administration will be the base of a 
healthy and secure IT-environment. 

What risk are my possessions at

Once it’s clear what all makes up your IT-
environment, it’s important to indicate what risks 
threaten your possessions. More and more this 
won’t just be from the company’s perspective (eg. 
Intellectual property), but also from a perspective 
of the law (eg GDPR). On top of that, stakeholders 
like customers, suppliers and endpoint users will 
also demand that security is in order, and will have 
more and more critical questions about security. As 
such, security being in order can be a selling point 
to stakeholders, as well as something that improves 
the trust they have in your company.  

A priority list will be shaped by describing the risk 
factors (eg. CIA/BIV ratings, type date: PII) in the 
CMDB. After that it’s a matter of creating (micro) 
segments: one segment can be seen as a safety-
zone that encompasses multiple ‘possessions’. To 
illustrate; when high risk data goes through multiple 
systems, you can choose to make a segment that 
holds all of these systems.

Your next steps are to determine which measures 
need to be taken to minimize risks, provide insights 
and develop reports for this segment you’ve created. 
These steps can vary from 'who or what have access 
to this segment' (who can access the safety zone), 
to 'what boxes do I need to tick in order to be part 
of this segment' (eg. ‘endpoint protection’ has to be 
active). Local and international laws can influence 
this. Often times there are industry guidelines about 
how to handle certain data/systems. 

There are multiple products that can provide you 
with insight in the relations between systems and 
vulnerabilities, however it remains true that these 
products are mainly aides and that defining the 
relationships and the actual risks will remain a 
human task. 
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Almost every  manufacturer claims to have the Zero Trust product as part 
of their portfolio, which will surely make realizing a completely Zero Trust 
environment a piece of cake. Unfortunately, there’s no such thing as an all-
encompassing Zero Trust product, and there never will be. 

Zero trust is a strategy and this strategy doesn’t dictate the use of specific 
products. A strategy, per definition, provides guidelines about a direction 
a company should be moving in. Zero Trust provides guidelines and tools 
to accomplish this, such as ‘Never trust, Always verify’, but also ‘Design 
from inside-out’. How someone applies these guidelines is up to the user. 
Embracing and applying Zero Trust in an organization is therefore a matter of 
positioning the right people (stakeholders) and using the right tools. 

However it remains true that these products are 
mainly aides and that defining the relationships 
and the actual risks will remain a human task. 
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Implementation

Now that we know what we’re protecting and what 
guidelines our security will have to be in line with, 
we can start actually implementing measures. In 
many cases there’ll be multiple products readily 
available that we can use for implementing the Zero 
Trust Risk Map. Sometimes it’s nothing more than 
turning figurative switches on and off, namely for 
SaaS applications.

What products are needed to implement Zero Trust 
depends largely on the chosen security measures 
and the possible concessions that are made by not 
implementing certain security measures, also known 
as determining an accepted risk2. 

After implementing the measures it is of course 
important to monitor and act on possible security 
incidents, where incidents that take place in a 
segment that’s been given a high risk classification 

are going to be the highest priority. This is the 
main reason why the security monitoring and the 
attached ticketing-system has to be capable of 
determining the difference between different risk 
classifications, so they can label incidents with 
the fitting priority. This way a security incident can 
instantly be given the proper attention. 

It is also important to regularly check if the 
implemented security measures are still active, 
where of course action must be taken if this isn’t 
the case, as this increases the risk of a security 
incident. This method is called Continuous 
Compliance and it is more and more common that 
having CC in place is demanded by law.

By establishing the segments and 
describing them well, you'll be provided 
with an overview of the environment: 

 which risk factors apply to this 
segment?

 how relevant is this segment?

 who is responsible for this segment, 
etc?

What you'll end up with is a so-called 
Zero Trust Risk Map. 

What products are needed to implement Zero Trust de-
pends largely on the chosen security measures and the 
possible concessions that are made by not implementing 
certain security measures .



More information? www.on2it.net/zero-trust

Conclusion

The different steps to get from a Zero Trust strategy 
to an actual tactical model and actually implement 
this model, require a lot of different aides, but 
above all the right people/stakeholders. 

It is of great importance that the gathered 
information connects together and that there’s a 
clear overview of what we have, who is responsible3 
for it, which risks are present and how we can 
minimize these risks. 

After implementing several security measures it is 
important that the information generated by these 
systems connects to what they’re protecting. This 
way the right priority and attention can be given to 
security incidents. 

If properly set up, reports can be generated of 
the current status of the environment, or specific 
segments. Are there segments that are at more 
risk than expected that require additional security 
measures? Or is it rewarding to split up a segment 
into multiple micro segments. In short; there will be 
an opportunity to not just have insight in the current 
(security) situation of the environment, but also to 
continuously improve it. 

To realise everything that’s been described it is 
essential to put the right people to work, so they 
can ensure everything will be properly interpreted 
and analyzed.  

One can invest in hiring the right people for this 
themselves, and of course this task can also be 
given to an external Security Operations Center 
(SOC). 

1 DAAS - Data, Assets, Applications and Services
2 The ON2IT Framework offers guidelines for 8 'control' categories, eacj 

explained in depth with specific security measures. 
3 Who is responsible for the asset, the risk and the controls ? 
4 After a data breach, can you empower your CEO in thirty minutes? 

ON2IT

ON2IT has a plethora of experience with helping and setting up Zero Trust 
in customer environments and offers a number of different products and 
services to support the entirety of the process:

De ON2IT Portal is the linchpin that gathers all this information for you. It 
offers the possibility to build up the CMDB (Zero Trust Risk Map), but also 
shows what the current status of the environment, or a specific segment is. 
Statussen such as "How many incidents/tickets are there and how are they 
being handled?" and "What is status of my security measures?". 

On top of that, ON2IT actively reports what measures you can take to improve 
the security via SIA’s (Security Improvement Advisories). Whether you’re an 
admin wanting to solve tickets, or a CEO4 wanting to know the overall status 
of your security, you can find it in the ON2IT Portal. 

Readiness
Assessment; 

to what extent is 
an organisation 
ready for Zero 
Trust?

Fitness 
Assessment; 

to what extent can 
Zero Trust actually 
be implemented?

Progress
Monitor; 

what is the status 
and the quality of 
the implementati-
on of Zero Trust?
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